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Trust, Privacy and Security, and 
Accessibility Considerations  

When Conducting Mobile Technologies 
Research With Older Adults

Jessica Vitak and Katie Shilton1

INTRODUCTION AND OVERVIEW

Information and communication technologies (ICTs)—including smart-
phones, tablets, and other mobile devices—provide a number of important 
social, emotional, and tangible resources to older adults. Aging is associ-
ated with increased social isolation and a subsequent decline in emotional 
well-being; ICTs may provide a social lifeline to those living in retirement 
communities or far from family (e.g., Brewer and Jones, 2015; Cotten et 
al., 2017; Gatto and Tak, 2008). ICTs can help older adults become more 
cognitively engaged through games, information seeking, and other activi-
ties (Koo and Vizer, 2019; Lu et al., 2017). As physical health and mobility 
decline, use of mobile devices provide older adults with more freedom by 
removing the geographical constraints associated with many normal activi-
ties, including grocery shopping, banking, and accessing medical records 
(Kötteritzsch and Weyers, 2016; Winstead et al., 2013). Finally, mobile 
devices can help caregivers and medical staff provide better care through 
monitoring and data collection (Kang et al., 2010; Kuerbis et al., 2017).

While older adults generally lag behind the general population in 
adopting new technologies, they represent an increasingly large propor-
tion of  users. In 2019, 91 percent of American adults age 65+ owned a 
mobile phone and 53 percent owned a smartphone (Pew Internet, 2019). 
Companies are increasingly designing and marketing mobile technologies 
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2 MOBILE TECHNOLOGY FOR ADAPTIVE AGING

toward older adults to help them age in place, stay connected with family 
and friends, and maintain a sense of independence. Likewise, existing tech-
nologies like wearables (e.g., fitness trackers) and personal digital  assistants 
(e.g., Amazon Echo, Google Home) can be particularly helpful to older 
adults as they seek to maintain their health and live on their own (e.g., 
Nath et al., 2018). 

Mobile technologies also provide researchers with a wide range of tools 
and methods for doing research with older adults. Sensors, mobile apps, 
digital assistants, and other technologies can collect passive and active data 
from users to improve care, provide assistance, and enhance their quality of 
life, and researchers have used such technologies to develop mobile health 
interventions for a wide range of physical and emotional health outcomes 
(Joe and Demiris, 2013). These devices can also help offset problems of 
accuracy and recall in data collection by providing “just-in-time” data 
collection through text messages, apps, and other mobile tools (Heron and 
Smyth, 2010).

At the same time, the use of mobile technologies by older adults intro-
duces challenging privacy and security risks. The privacy and security of 
mobile data is a complex topic. Mobile devices gather a broad spectrum 
of data about their users, ranging from in-application activity to com-
munications to movement and location data generated by sensors in the 
phone, and that data is collected in ways that are not always clear to end 
users. For example, many applications on smartphones—including GPS/
navigation, ride services, and fitness tracking—require location data to 
function, and many consumers will therefore opt-in (or decline to opt-out) 
of widespread location tracking by their device. Location data can provide 
an exact account ing of where a person is located at any given time and is 
generally considered highly sensitive (Boshell, 2019). Beyond location data, 
people use their phones to generate and share sensitive data, including 
emails, text messages, and financial transactions, which could pose privacy 
and security risks.

Furthermore, the sensitive data generated by mobile devices is shared 
with a wider ecosystem that includes device manufacturers, telecommu-
nication companies, and application companies, as well as third party 
data brokers (Shilton, 2009). Although recent legislation in Europe and 
 California provides individuals specific rights over their data, understanding 
those access and control rights is challenging—and which companies and 
researchers must adhere to the new regulations is still being fought over in 
the courts. And while application developers frequently give users choices 
about the privacy and security of their data, these choices can be cognitively 
and logistically difficult to navigate (Kelley et al., 2012; Madden, 2012). 

Researchers collecting and/or analyzing data from mobile devices, par-
ticularly those working with older adults, must account for a wide range 
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of physical and cognitive abilities and tailor study design and participant 
protections to account for that variance. As Farage and colleagues (2012) 
note, designing for older adults should focus on simplicity, flexibility, and 
ease of use. In the case of mobile devices, this means considering how the 
size of the device and any text-based displays may create additional  barriers 
to adoption and use and offering multiple formats for presenting and col-
lecting data. Second, older adults are frequently less experienced users of 
mobile and digital technologies, and experience with these technologies is 
correlated with both trust in the systems as well as understanding of the 
privacy and security risks. Research suggests that older adults are more 
likely to experience fear or distrust of technology (Knowles and Hanson, 
2018); this may lead to a lack of engagement or non-participation from 
some older adults (Waycott et al., 2016). Other research suggests older 
adults may engage in impression management strategies during the research 
process to counter stereotypes about older adults’ knowledge of technology 
or provide socially desirable responses (Franz et al., 2018). 

Because of the general risks to privacy and security from mobile 
 devices, the specialized risks of research using mobile data streams, and 
the particular challenges of doing research with older adults, researchers at 
this intersection have an obligation to carefully consider their study  design, 
paying particular attention to data collection, analysis, sharing, and stor-
age policies. The relationship between these challenges is highlighted in 
Figure 1-1 below.

To guide this process of recognizing and responding to the specific chal-
lenges of conducting mobile device research with older adults, this paper 
first reviews general privacy and security risks in the mobile data ecosystem. 
It then narrows its scope to the ways those general risks intersect with re-
search among older adults, and maps best practices throughout the research 
lifecycle to address these barriers. The paper also discusses the benefits and 
barriers to academic-corporate research partnerships in this space.

PRIVACY AND SECURITY CHALLENGES 
IN THE MOBILE ECOSYSTEM

The unique privacy and security challenges of the mobile ecosystem 
have been extensively detailed in previous work (Boyles et al., 2012; 
 Christin et al., 2011; Decker, 2008; Future of Privacy Forum, 2012; Greene 
and Shilton, 2017; Harris, 2013), and researchers should be aware of these 
challenges before asking older adults to engage in mobile device research.

First, mobile devices collect extremely intimate data, making them very 
useful for research but challenging for privacy and security. Data collected 
from mobile devices might document who a user contacts via voice or text, 
how frequently, and the content of those messages; a variety of leisure 
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 activities ranging from shopping to games to reading; and the location of a 
user’s home and work, as well as any other stops they make along the way. 
Mobile phones and wearables can intuit sleep and wake times, document 
searches for symptoms or concerns, and record social media activity. In 
most cases, the data is synced with external servers automatically, requiring 
no input from the user; while this improves user experience, people may 
easily forget—or not realize—the digital traces they share with companies 
throughout each day.

Next, both privacy and security of mobile data is complicated by the 
sheer number of data stakeholders in the mobile ecosystem. Application 
developers—who might range from individuals to academic researchers to 
huge corporations—make choices about what data to collect, how long 
to keep it, and how well to secure it. They may also decide to monetize 
user data by selling it to third-party data brokers or advertising companies. 
These decisions are subject to soft regulation from application marketplaces 
(Greene and Shilton, 2017), which generally require that users be notified 
of—and consent to—data collection (a minimum bar for privacy). Similar 
data may also be collected by device manufacturers and telecommunica-
tions companies in addition to application developers. While consumers in 
Europe and California have increasing rights to both the visibility of their 
data and restrictions on its sharing—and the U.S. Congress has been debat-
ing new privacy legislation throughout 2019—these laws are quite new 
(and in the case of U.S. federal legislation, still in draft form), and enforcing 
compliance will remain an ongoing hurdle for the foreseeable future. 

Until consumer legislation is strengthened, enforced, and universally 
applied, researchers should be aware that asking older adults to increase 
data collection on mobile devices may put data into the hands of unknown 
third parties ranging from telecommunications companies to shadowy data 
brokers. Careful mobile application design can mitigate some, but not all, 
of these concerns. See work by the Center for Democracy and Technology 
(2011) and the Future of Privacy Forum (2012) for detailed recommenda-
tions on creating privacy policies and disclosures, ensuring accessibility 
of content, notifying end users about changes in data collection practices, 
sharing data with outside parties, and more.

Challenges for Mobile Data Research with Older Adults

U.S. researchers doing mobile device research with older adults have an 
obligation to fully inform participants of the implications of research par-
ticipation, protect participants from the risks of participation, and ensure 
equitable access to research (Federal Register, 2017). Similar obligations 
apply to researchers in Canada, the UK, Australia, and the EU. However, 
characteristics of the research population intersect with the general chal-
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lenges of mobile privacy and mobile device use in ways that particularly 
challenge informed consent, risk, and equity. 

Privacy is frequently defined in both legal and commercial sectors as 
individual control over personal data (Solove, 2010). However, empiri-
cal and legal research increasingly challenges this definition (Nissenbaum, 
2009; Martin and Nissenbaum, 2016). This research emphasizes privacy 
as the appropriate use of data within a given social or societal context, 
where appropriateness is governed by established values and social norms 
of a context. 

We argue that avoiding a definition of privacy focused on individual 
control over data is particularly important for mobile data research with 
older adults. Ensuring privacy by asking participants to make complex deci-
sions about the uses of their data introduces high cognitive and logistical 
overhead to a project, and places the burden for privacy protection on par-
ticipants rather than researchers. This is inappropriate for any research, but 
particularly for research with older adults. Because older adults are frequently 
less experienced users of mobile devices, they may have incomplete mental 
 models of what mobile data can be used to infer, who might access that infor-
mation, and what the real risks of engaging in mobile data research might be. 

According to a national study of American adults by Pew Internet 
(Auxier et al., 2019), the majority of Americans report having little to no 
knowledge about what companies or the government do with data they col-
lect; furthermore, Americans generally feel they lack control over who can 
collect personal data. Compared to younger adults, older Americans report 
feeling less in control over their location data, search terms, online pur-
chases, browsing behaviors, text messages, and social media posts (Auxier 
et al., 2019). At the same time, older adults are much less likely to believe 
their online and mobile activities are tracked than younger adults, which 
may lead them to make less-informed decisions about sharing personal data 
(Auxier et al., 2019). 

These challenges of experience and understanding may impact older 
adults’ trust in the research process and willingness to participate. In addi-
tion, age-related cognitive and physical decline may impact both the acces-
sibility of research projects for participation, and participants’ ability to 
meaningfully consent to complex, granular data collection. The following 
sections discuss challenges to informed consent and trust, privacy and secu-
rity risks, and accessibility and bias, and suggest best practices to mitigate 
concerns in each area. 

Addressing Challenges to Informed Consent and Trust

Trust is a critical component in any research setting, but becomes even 
more important in situations where there may be knowledge or power gaps, 
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such as when conducting technology-based research with older adults. For 
example, Serrano and colleagues (2013) looked at the use of mobile devices 
for collecting health data and found that older adults were less willing to 
share data through mobile devices; more broadly, study participants were 
less willing to share sensitive health data over mobile devices compared 
to non-digital methods. Research also indicates that distrust in big data 
research is an even larger issue among marginalized communities; in a 
large study in the United States, Madden et al. (2017) found that older 
Americans with lower levels of income and education expressed greater 
concerns about information (and physical) privacy and security. Similarly, 
communities already targeted for increased surveillance (e.g., foreign-born 
Latinxs in the U.S.) recognize that participation in pervasive tracking could 
put them at greater risk.

A careful informed consent process is critical to building trust with 
mobile research participants. With improvements in mobile data collection 
and analysis techniques, researchers and ethics review boards are debating 
best practices for obtaining informed consent (see, for example, Vitak et 
al., 2016, 2017). In the U.S., new guidance from the Office for Human 
Research Protections emphasizes the allowability of electronic consents 
(eConsent) but has specified that it may not be appropriate for populations 
who “have difficulty navigating or using electronic systems because of, for 
example, a lack of familiarity with electronic systems, poor eyesight, or 
impaired motor skills”.” (U.S. Department of Health and Human Services 
et al., 2016, p. 4). Informed consent—whether paper-based or electronically 
mediated—is further complicated because a large amount of data is being 
collected in the background by sensors, mobile phones, and application 
programming interfaces (APIs). This raises questions about both breadth 
and duration of data being collected, as well as whether participants can 
fully understand the inferences that can be made from granular data, and 
the resultant risks such data poses. While popular press accounts (e.g., 
Valentino-DeVries et al., 2018) are gradually educating consumers about 
the risks of device use and data collection, older adults with less technology 
experience may still find such inferences surprising.

An additional challenge is determining when informed consent to exist-
ing data use is needed at all. Studies that scrape content from social media 
platforms or online communities, or those that use data already collected 
by commercial mobile applications, raise questions about whether sec-
ondary consent for research is needed. Research by Vitak and colleagues 
(2016, 2017) highlights disagreements among the research community over 
whether informed consent for such projects is feasible, as well as variations 
in how institutional review boards (IRBs) in the U.S. evaluate research  using 
large datasets. 
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Best Practices for Obtaining Meaningful Informed Consent

Guaranteeing meaningful informed consent for older adults is not a 
simple matter. The first challenge is to maximize older participants’ compre-
hension of the study’s procedure, risks, and benefits. Research with adults 
has shown that comprehension of standard informed consent processes is 
frequently low (Nishimura et al., 2013), and older adults are less likely to 
fully understand data collection practices involving mobile devices (Choi 
and DiNitto, 2013; Schreurs et al., 2017). Overly technical descriptions of 
data collection and analysis procedures are especially problematic for older 
adults because research has consistently shown that they lag behind the gen-
eral population in digital literacy and skills and may lack the support net-
work to assist them in developing those skills (e.g., Schreurs,  Quan-Haase, 
and Martin, 2017; Wagner, Hassanein, and Head, 2010). 

There are several options for maximizing comprehension during the 
informed consent process of any study. In order to ensure participation 
includes older adults with cognitive impairments, researchers should 
 develop study materials to allow proxies to assist participants in completing 
the study, interact with participants across multiple sessions, and provide 
clear benefits for participation (Bonnie, 1997). When possible, consent 
should be conducted in person and the document should be  readable—both 
in document design and complexity of text. Relying on mobile consent 
procedures introduces additional risks that older adults may not be able to 
easily navigate documents or read and comprehend materials, and should 
be avoided. Researchers might consider visualizing examples of the data 
they are collecting and clearly listing the sorts of inferences they plan to 
draw. Researchers should also consider analogies that can help inexperi-
enced mobile device users to build better mental models of how the devices 
collect data and what it can reveal about participants. Offering alternate 
versions of the consent document, including audio and/or video versions 
of the consent information, may be useful for participants with vision or 
other disabilities.

In addition to having formal consent documentation, researchers may 
want to create a second document that provides a straightforward list 
of risks and benefits to participation, as well as options for discontinu-
ing participation or having their data removed from the dataset. Even if 
content is written at an appropriate reading level, older adults may need 
additional time to read through study materials and may have questions 
for  researchers (Alt-White, 1995). In some cases, researchers should care-
fully consider whether a potential participant has the cognitive capacity 
to make decisions regarding participation (Kim et al., 2001); in cases 
where a proxy is used, researchers should still try to obtain assent from 
the participant.
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Best Practices for Building Trust with Research Participants 

There are several ways to build trust in mobile data research beyond 
the informed consent process. First, we encourage investigators to reflect 
on questions of data ownership. Data ownership is a complex legal and 
social issue. Currently, technology users have little legal ownership over 
data produced by platforms and technologies due to terms of service con-
tracts that give ownership to companies; we advocate a different model 
for  researchers. Researchers should consider writing consent documents 
so that older adults understand themselves to be the primary guardians of 
their data. For older adults who may struggle to feel empowered in their 
technology use, framing their data as an asset they control and contribute 
can increase their sense of ownership in the research.

Researchers can also improve the trust of older participants in their 
project by focusing on the utility of mobile research for this demographic. 
Research shows that older adults may perceive newer technologies as 
 unnecessary and are less likely to take the effort to learn about them (Lee 
and Coughlin, 2014; Turner et al., 2007). By engaging participants in dis-
cussions of why mobile devices are a uniquely useful and effective research 
tool, researchers can build participant trust and engagement in the process.

Next, we suggest investigators think of consent for older adults as an 
ongoing informational process, rather than a single occurrence. Because 
older adults may struggle with incomplete mental models of how data are 
collected, stored, and analyzed, researchers should look for ways to make 
sure that participants understand 1) data flows and 2) research process 
and goals throughout the study. This might include the use of large icons 
or pop-up reminders on the mobile device interface to indicate ongoing 
data tracking; providing a dashboard for participants to view some or all 
of their collected data; or providing regular project communications and 
updates tailored to your research population. In one example of this, Barros 
and colleagues (2014) describe testing a smartphone app that encouraged 
physical activity; in their study, they ran three rounds of data collection, 
making adjustments to the app’s interface after each round of data collec-
tion based on feedback from older adult participants. Researchers should 
also consider ways to give older participants control over data collection, 
including the ability to turn collection on and off, or to delete data before 
sharing it with researchers.

We also encourage investigators to consider more participatory forms 
of research. Citizen science techniques for engaging participants throughout 
the research process can include opportunities to co-design activities for 
data collection apps, focus groups to engage participants in setting research 
goals and developing research questions, and opportunities for indi viduals 
to analyze their own data and see their data compared to  others in the study 
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(Pandya, 2012). These techniques are particularly effective with older popu-
lations, who may have more time available to participate in co-research 
activities, and who can particularly benefit from the technology literacy 
such engagement sessions can provide. 

Finally, researchers can build trust with participant populations by 
behaving in a trustworthy manner with participants’ data. We suggest 
adhering to privacy by design as a project goal. Privacy by design is an 
orientation toward research and technology development that emphasizes 
privacy as built into every element of a technology or protocol (Cavoukian, 
2012). Ensuring that privacy is embedded into study design and any tech-
nologies developed for the study is a multi-step process, which we describe 
in more detail in the next section.

Addressing Privacy and Security Risks in Mobile Research with Older Adults

Practicing data privacy and security by design in mobile data research 
with older adults involves attention to protecting participants’ data at each 
stage of the data lifecycle: collection, storage, analysis, and deletion. We 
encourage researchers to craft a data management plan (Michener, 2015) to 
proactively spot privacy and security issues in their own projects and make 
plans to counter the issues. A data management plan for managing the data 
of older adults will likely not vary greatly from those for other adults; the 
technical means of securing sensitive data are similar across populations. 
However, because of the differences in expertise between researchers and 
older adults discussed earlier, researchers using mobile data about older 
adults have an increased duty of care for participant privacy and security. 

Two major issues to consider during data collection are data minimiza-
tion and dealing with personally identifiable information (PII). Data mini-
mization is collecting only what is needed to answer the project’s research 
questions. A key strategy for minimizing data collection is careful reflection 
on meaningful indicators. For example, is collecting a participant’s location 
needed for an exercise monitoring project if accelerometer data is collected? 
Collecting the bare minimum of data needed to satisfy a project’s research 
questions minimizes the amount of data that could be exposed in a leak, 
used for re-identification, or shared by third parties. Researchers should 
also consider performing data processing on the mobile device when pos-
sible, sending only aggregated data or models to project servers. For exam-
ple, instead of collecting all location data from older adults, researchers 
might consider using the mobile device to process GPS readings into “time 
at home” and “time away from home” and keeping only those aggregate 
characteristics while discarding the GPS trace. Collecting and sharing a 
minimal set of data can reassure older adults who may treat expansive data 
collection with suspicion or confusion.
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Next, reflect upon what data a project will collect that could be consid-
ered PII. In a world of big data and linkable datasets, “personally identifi-
able” has become a broader term than names or social security numbers. 
For example, individuals might be identifiable through their location traces, 
particularly those who spend large amounts of time at an identifiable 
home or institutional address. Individuals also may be identifiable through 
aggregation of several data types; for example, Sweeney (2000) showed 
that combining gender, birthday, and zip code is often enough to identify 
someone. Even de-identified data is subject to reidentification attacks when 
it is combined with publicly available datasets (Narayanan and Shmatikov, 
2008). Researchers should realize that few people—and especially older 
adults—fully realize the extent of re-identifiability of mobile data. Even if 
investigators have taken pains to minimize the amount of PII collected, they 
should not rely upon de-identification of mobile data as the main privacy 
or security safeguard, and they should not make inflated promises of con-
fidentiality or anonymity to project participants. 

Considerations for data storage can impact the data’s security. Best 
practices for all populations, but particularly vulnerable populations such 
as older adults, include encrypting data in storage on both devices and 
project servers, and limiting researcher access to that data. Projects should 
also consider access restrictions and storage protections for the application 
on participants’ mobile devices. Storage protections such as passwords 
or lock codes on mobile devices have tradeoffs for research among older 
adults. Secure passwords become more difficult to use as memory declines 
with age (Kowtko, 2014). Likewise, biometric identifiers such as fingerprint 
unlocking available on smartphones are easy to use, but may have higher 
rates of failure among older adults (Kowtko, 2014). A recent study found 
pattern-based authentication techniques to be most usable among older 
adults (Grindrod et al., 2018).

Privacy measures can also be taken during data analysis. Most re-
searchers already take steps to protect individuals in a dataset, commonly 
by reporting results in the aggregate. With the increased push by federal 
agencies and others to share data more widely—which supports a number 
of important research goals around replication and advancing science—new 
challenges arise to protecting individuals within a dataset. Researchers 
have consistently shown that standard de-identification techniques, such as 
removing sensitive variables from a dataset, do not effectively prevent re-
identification of individuals (see Ohm, 2009, for a review). Furthermore, as 
more variables are removed from a given dataset, its utility decreases, mak-
ing this process a less-than-optimal solution for advancing research. The 
current state of the art in technical privacy solutions is known as differential 
privacy, a technique that “ensures that the removal or addition of a single 
database item does not (substantially) affect the outcome of any analysis” 
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(Dwork, 2011). Differential privacy is especially useful for protecting data-
sets that will be shared more widely because it allows for robust analyses 
without putting individuals at risk of re-identification. See Cheruvu (2018) 
for a high-level overview of how differential privacy works. 

Finally, researchers should plan for how data will be deleted at the end 
of a study. This includes managing deletion of data stored on participants’ 
devices as well as any data on servers or in the cloud. If complete deletion 
is difficult or impossible due to the number of intermediaries who have 
stored the data, this limitation should be clearly specified to participants 
during the consent process. Researchers should also consider whether they 
will  allow participants to actively delete data (or request data deletion) 
during the study itself. Older adults may need particular guidance on user 
interfaces for deleting data or requesting data deletion.

Addressing Challenges of Bias in Research With Older Adults

For researchers using mobile devices and mobile data collection, con-
cerns extend beyond the privacy and security risks of mobile data. Study 
design reliant on mobile technology may also introduce issues of accessibility 
and bias. In this section, we discuss challenges to accessibility and bias in 
studies with older adults and mobile technologies. 

It is important that researchers carefully evaluate their study design and 
materials for biases and stereotyping. When studying technology adoption 
and use, stereotypes abound regarding older adults aptitude, use of, and 
attitudes toward ICTs. Wandke and colleagues (2012) identified six myths 
regarding older adults and technology use, including the belief that older 
adults are not interested in using ICTs and view them as useless, as well as 
the belief that older adults lack the physical and cognitive capabilities to 
use ICTs. These types of assumptions could negatively bias sampling (e.g., 
avoiding adults 80+ or in nursing homes), protocol materials (e.g., not 
asking participants about certain technologies, not having them directly 
interact with ICTs), or interpretation of findings (e.g., making generaliza-
tions about all older adults). 

It is also important for study design to minimize any effect that stereo-
types held by older adults regarding ICTs may have on their participation. 
Older adults may be hesitant to use mobile technologies because of a lack 
of experience or negative past experiences (see, for example, Comunello et 
al., 2017). Both attitudes may negatively affect older adults’ willingness to 
participate in research on mobile devices as well as how they interact with 
technologies, so researchers should consider ways of framing their study 
and any artifacts that might be used in the study to address these attitudes.

Finally, for researchers using existing data by partnering with mobile 
companies or platforms, considerations of the representation of older adults 
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in mobile datasets is an issue. Though the penetration of mobile devices 
among older individuals is increasing, just over half of U.S. adults 65 and 
older owned a smartphone in 2019 (Pew Internet, 2019). Almost half of all 
seniors in the U.S. would be left out of many existing datasets, and those 
left out of the data may also be marginalized in other ways. 

BEYOND DATA COLLECTION:  
CONSIDERATIONS FOR ACADEMIC-CORPORATE PARTNERSHIPS

As noted above, numerous companies are involved directly or indirectly 
in developing hardware, software, and other mobile tools for older adults, 
and the rich data these tools collect could advance our understanding of 
older adults’ relationship with mobile technologies. Therefore, we encour-
age researchers and companies to focus on collaborations that enable aca-
demic researchers access to corporate data that would be difficult—if not 
 impossible—to obtain otherwise. Partnerships with major companies like 
Apple, Google, and Microsoft could advance research on a wide range of 
health and wellness outcomes for older adults, improving quality of life 
for both those aging in place and for caregivers providing assistance as 
adults age.

That said, we acknowledge there are significant barriers to researcher-
industry collaborations that must be overcome, including corporate con-
cerns about intellectual property and academic concerns about data access 
restrictions. In the aftermath of controversies which blurred the lines be-
tween corporate and academic uses of data, from Facebook’s “emotional 
contagion” study (Selinger and Hartzog, 2016) to the revelations of im-
proper data usage by Cambridge Analytica (Confessore, 2018), companies 
may be cautious about partnering with external researchers. In addition, 
companies may hesitate to partner with external researchers because of 
concerns related to research output, particularly any output likely to be 
critical of the company itself. Because of this, many companies may only 
partner with academics they already trust and require corporate sign-off of 
any data analyses or written reports. 

In spite of these challenges, academic-corporate research partnerships 
are critical because of the quantity and quality of data; these companies 
have highly granular and longitudinal data that can be used to draw infer-
ences and improve a range of outcomes. Given that a large percentage of 
the mobile technologies older adults use are targeted directly or indirectly 
at health and well-being, researchers can use data from mobile apps, wear-
ables, and other devices to directly improve the health of and care for older 
adults. Furthermore, academic researchers can more narrowly focus on 
specific research questions and applications of the data that companies may 
have neither the time, energy, or expertise to pursue. 
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The biggest hurdles to overcome in data sharing between companies 
and academics are ensuring the privacy and security of end-user data and 
meeting any legal requirements set out in the company’s terms of use. The 
recent breakdown of Facebook’s partnership with independent research 
commission Social Science One—a program that invited researchers to 
submit proposals to study misinformation and promised to share aggre-
gated data related to elections with funded researchers—highlights how 
challenging secure data sharing can be at scale (see Alba, 2019, for an 
overview). In response to concerns about Facebook releasing sensitive 
personal information of users, the company began applying differential 
privacy algorithms to the data to ensure usability and privacy; however, as 
of fall 2019, Facebook and Social Science One have not been able to meet 
these competing demands. Other research by the Future of Privacy Forum 
(2017) suggests that while there are signs that companies are more open 
to academic partnerships, as of now they are largely limited to a small set 
of elite institutions and researchers. Companies are more likely to support 
research proposals that support the company’s core mission, which may 
exclude important societal questions that fall outside of those goals.

Models for how corporate-academic partnerships can function do  exist, 
and these could be used to guide future partnerships. Focusing on the role 
of mobile data in improving older adults’ health outcomes, we can look 
at Apple’s HealthKit and ResearchKit2 as examples of applications that 
encourage individuals to voluntarily share their data with researchers and 
thus provide a platform for researchers to securely access and analyze that 
data. HealthKit is a developer framework embedded in Apple’s mobile 
(iOS) and Watch (watchOS) operating systems that lets users share various 
types of data from the devices and third-party apps in an easy-to-read for-
mat through a dashboard. Individuals who want to participate in research 
 studies can easily share their health data and can control the types of data 
they share. Apple’s ResearchKit allows medical researchers to collect and 
analyze detailed and granular data from their patients unobtrusively through 
iPhones. Other organizations and applications have provided similar access 
to researchers; for example, the online platform PatientsLikeMe has pro-
cedures for allowing academic researchers to request access to their data.3 

Recognizing that access to corporate data is difficult and may not be 
possible, non-profits have begun to develop guidelines and frameworks to 
help researchers in their evaluation of mobile technologies. One example of 
this PsyberGuide,4 a non-profit organization focused on improving mental 

2 For more information, see: https://developer.apple.com/healthkit/ and https://www.apple.
com/researchkit/.

3 For more information, see: https://www.patientslikeme.com/research/faq#qr3.
4 For more information, see: https://psyberguide.org.
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health outcomes; it says its goal is to “provide accurate and reliable infor-
mation free of preference, bias, or endorsement.” PsyberGuide evaluates 
mental health apps’ usability, credibility, and privacy practices and can help 
researchers make decisions about what mobile apps to use in their research. 
Other non-profits like the Future of Privacy Forum can help researchers 
forge new relationships with companies and help companies navigate the 
privacy risks associated with data sharing.

CONCLUSION

Performing research with older adults using mobile technologies places 
researchers and participants at a nexus of complex ethical issues. Gen-
eral concerns about the privacy, security, and accessibility of the mobile 
data ecosystem are exacerbated by the duty of care researchers owe to 
participants and the complex challenges of aging. In this paper, we have 
highlighted a number of issues researchers should consider when conduct-
ing research in this space. Our suggestions focus on ensuring accessibility 
and access for participants with a wide range of potential physical and 
cognitive limitations, reducing potential bias in research, and building trust 
throughout the research process. We provide specific suggestions for pro-
tecting participant data during and after data collection and communicating 
procedures effectively to older adults throughout the process. We advocate 
for researchers to embrace “non-traditional” research methods, such as 
employing citizen science methods of data collection to both empower older 
adults and provide them with more control over their data. Finally, we 
encourage researchers to continue to develop relationships with companies 
and other organizations that can enable collection and analysis of richer 
datasets and provide more meaningful insights into the core research ques-
tions guiding this research community. 
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